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SECURE CACHED SUBSCRIPTION SERVICE 

FIELD OF THE INVENTION 
The invention relates in general to a system for the ^ 
downloading of content over a network and in particular to 
a system for the downloading of information into a secure 
cached subscription system from a content provider. 

BACKGROUND OF THE INVENTION 

As networks and computers have been able to deliver lo 
information faster, users have begun to expect instantaneous 
information on demand. However, the high cost of providing 
network communications links to individual users has pre- 
vented true information on demand systems from being 
developed. 15 

Within the context ofA^dco-OnxDjsman^CyQP), systems 
have been developed for distribution of video programming 
at the user's request. These systems have typically used 
Asymmetric Digital Subscriber Line (ADSL) telephone 
channels, together with public switched telephone networks, 
for the delivery of video program materials. ADSL channels 
are bidirectional digital telephone links having bandwidths 
of 1.54 megabyte in the download direction and 9600 bytes 
per second in the upload direction. (Download being from a 
content provider to the individual user). Real-time delivery 
of video data is necessary to prevent detectable jitter of the 
image and cormption of the data. For example, without 
real-time delivery, the voice of a speaker may not match the 
lip movement or the audio may be unintelligible. 

Cable television (CATV) data networks have been devel- 
oped that allow a continuous connection to ther Interne t-^^ 
through the^able company's broadband network. Typically, 
access to tfi^Internet is^provided throiigh'a^cafte modem (or 
set-top box) connected to the user^s television. The Internet 
connection is provided on one or two channels of the 
existing cable network. However, to provide true video on 35 
demand through a cable network, the high bandwidth cable 
channel (for example, hybrid fibre-wax) from the provider to 
the home needs to be provided. Such a channel is restricted 
to the lowest bandwidth along any path within the network. 
Such conventional channels have been of low quality and 4q 
high cost. There is a high capital expense associated with 
generating bandwidth to download information directly 
from the content provider to the processing device. This is 
because each channel is dedicated to a particular user from 
a video service to the destination set-top box. In addition, a 45 
large demand for the same program or information is diffi- 
cult to service as capital equipment for generating each 
program channel is hmited. 

Direct broadcast satelUte (DBS) systems also provides 
high speed connections to the Internet and video-on- 50 
demand. DBS systems provide real-time downloads of 
information on a pre-arranged schedule or on demand within 
existing channels. DBS signals allow several programs to be 
broadcast from a single satellite transposer. This allows a 
satellite disk to receive up to 200 channels from a single, set 55 
position. Thus, DBS systems are capable of providing 
speciahzed programming and multiple data channels to the 
user. However, both CATV data networks and DBS systems 
have associated higher costs in installation. 

What is required is a system that takes advantage of the 
existing networks, with their associated latency, without 
increasing the cost of the networks to produce systems that 
provide information on demand. 

SUMMARY OF THE INVENTION 
A system and method forji^secure^cached.subscription 
system-is^described. In one embodiment, the system com- 



prises a cQn^tj^^W^r^^^_a^a^ing,device=cormected=to- 
Jhe^content-providen The- content- provider "speculative^ly 
downloads.infocmation^into^the=caching-d eyio e.based'upon 
ji-=user-s^ata . A=*p ro ce ssiiig* devicc^is- connected"" via~a~ 
h igh=b andwidt h^connection to the_c aching .de vice^for^pifir- 
cessing-the'information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example 
and not limitation in the figures of the accompanying 
drawings, in which like references indicate similar elements 
and in which: 

FIG. Ifl is a block diagram of an embodiment for a secure 
cached subscription system. 

FIG. 16 is a block diagram of an alternate embodiment for 
a secure cached subscription system. 

FIG. 2 is a block diagram of one embodiment for a content 
provider. 

FIG. 3 is a block diagram of another embodiment for a 
secure cached subscription system. 

FIG. 4 is a block diagram for a user system of a secure 
cached subscription system, 

FIGS. 5A and 5B are block diagrams of embodiments for 
a caching device. 

FIG. 6 is a block diagram of a non-volatUe memory of 
FIGS. 5A and 5B. 

FIGS. 7A and 7B are block diagrams of embodiments for 
a processing device. 

FIG. 8 is a flowchart of a method for one embodiment for 
downloading information from a content provider in a 
secure cached subscription system. 

DETAILED DESCRIPTION 

A system and method for a secure cached subscription 
system is described. Although the description that follows 
uses examples of caching video information, the embodi- 
ments are not limited to ^video-information. The embodi- 
ments relate to the caching. of, any-typc of-information-within, 
a secure„cached,subscnption^system. Although the embodi- 
ments^escribc here are discussed in terms of viewing data, 
it will be apparent to one skilled in the art that any type of 
data may be incorporated into the present invention. For 
example, the data may be video data, audio data, text data, 
or any other suitable type of data. 

In the following detailed description of the present 
invention, numerous specific details are set forth in order to 
provide a thorough understanding of the present invention. 
However, it will be apparent to one skilled in the art that the 
present invention may be practiced without these specific 
details. In some instances, well-known structures and 
devices are shown in block diagram form, rather than in 
detail, in order to avoid obscuring the present invention. 

Some portions of the detailed descriptions that follow are 
presented in terms of algorithms and symbolic representa- 
tions of operations on data bits within a computer memory. 
These algorithmic descriptions and representations are the 
means used by those skilled in the data processing arts to 
most effectively convey the substance of their work to others 
skilled in the art. An algorithm is here, and generally, 
conceived to be a self -consistent sequence of steps leading 
to a desired result. Tlie steps are those requiring physical 
manipulations of physical quantities. Usually, though not 
necessarily, these quantities take the form of electrical or 
magnetic signals capable of being stored, transferred, 
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combined, compared, and otherwise manipulated. It has 
proven convenient at times, principally for reasons of com- 
mon usage, to refer to these signals as bits, values, elements, 
symbols, characters, terms, numbers, or the like. 

It should be borne in mind, however, that all of these and 
similar terms are to be associated with the appropriate 
physical quantities and arc merely convenient labels applied 
to these quantities. Unless specifically stated otherwise as 
apparent from the following discussions, it is appreciated 
that throughout the present invention, discussions utilizing 
terms such as "processing** or "computing** or calculating*' 
or "determining" or "displaying'* or the like, refer to the 
action and processes of a computer system, or similar 
electronic computing device, that manipulates and trans- 
forms data represented as physical (electronic) quantities 
within the computer system's registers and memories into 
other data similarly represented as physical quantities within 
the computer system memories or registers or other such 
information storage, transmission or display devices. 

The present invention also relates to apparatus for per- 
forming the operations herein. This apparatus may be spe- 
cially constructed for the required purposes, or it may 
comprise a general-purpose computer selectively activated 
or reconfigured by a computer program stored in the com- 
puter. The algorithms and displays presented herein are not 
inherently related to any particular computer or other appa- 
ratus. Various general-purpose machines may be used with 
programs in accordance with the teachings herein, or it may 
prove convenient to construct more specialized apparatus to 
perform the required method steps. The required structure 
for a variety of these machines will appear from the descrip- 
tion below. In addition, the present invention is not 
described with reference to any particular programming 
language. It will be appreciated that a variety of program- 
ming languages may be used to implement the teachings of 35 
the invention as described herein. 

FIG. Ifl is a block diagram of one embodiment of a secure 
cached subscription system 100. Secure cached subscription 
system 100 includes content provider 105,^a^ t_of cachi ng 
deyices-110,-'attached to each caching device, processing 40 
devices 115 and connected to each caching device, authen- 
tification devices 120. Content provider 105 may be any 
service which supplies information for a fee for example, 
cable-tclevision.companies,Jnternet^cpntent=providers.such' 
as.th^3Vall-Street-JoumaUOnline=and=the=@Home=Netwo!k, 45 
our_,legal_information=*services'"such--as^Lexis®- and 
Westlaw®, and other similar services. Referring to FIG. la, 
content provider 105 is attached to caching devices 110 by 
conventional networking connections. Such=^ connections . 
may^mctude=Interne1L^nnection,ntek 50 
similar conn^ectioi^TItfmie embodiment, caching device 110 
may be connected via high speed network connections to 
processing device 115. Such high speed network connec- 
tions may include J1394 (FireWire) connections, Ethernet 
connections. Asynchronous Transfer Mode (ATM) 55 
connections, or the like. Authentification- devices. 120 -are 
c9iinect^dJo,processing^device"lt5=and=to=eGnt6nt»pip?^ider^ 
iOS-and provide-access-control-to°content^provider^l05=for 
the—individual— processing=device=115. In alternate 
embodiments, authentification devices 120 may be incorpo- ec 
rated within processing device 115 or within caching device 
110. 

In one embodiment, data concerning the television view- 
ing habits of a user may be maintained within processing 
device 115. The information may be gathered by any well- 6i 
known technique for gathering and storing the user data. For 
example, the data may indicate that the user views a par- 



ticular television show on Thursday nights or may indicate 
that the user prefers to view action type movies. The viewing 
data is transferred to content provider 105 jContentlprovidkr- 
105~uses--the^viewing-data"to"returDu2sfonmation (e.g., 
5 television shows -Gr-movies)'to the caching devicc^llO. — 
For example, if a user's viewing data indicates a prefer- 
ence for action movies, content provider may return five 
action movies fi-om the content depot for download. In one 
embodiment, content provider 105 transfers the information 
(movies) to-cachii^device-llO during ofif-peak"hours. The 
information may be encrypted and/or compressed for down- 
load. The=iaformatipgj[Eaovies)^,r^^ 

110=until=the^us6r^requestS'to^ view^thc:rinformation . For 
example, of the five action movies stored within caching 
j5 device 110, the user may request to view only one of the 
movies. In one embodiment, the caching device 110 trans- 
fers the chosen movie to processing device 115 for viewing 
by the user. In one embodiment, if^a-user-requests:a^movie 
not=in=the^cache^while^informationrisj3eingidownloaded'into^ 
2Q .the=cache,^the-system"may~stopnJownIoading-information 
-^into-the-cac"he„and.begin.do\vnloading.the^quested.movie 
In one embodiment, the movie may be downloaded into the 
cache. In an alternate embodiment, the requested movie may 
be directly downloaded into processing device 115. In an 
alternate embodiment, the signal information download may 
be marked for continuation of the download of the infor- 
mation after the newly requested movie is downloaded. In an 
alternate embodiment, if the original download is substan- 
tially finished or the requested movie will not be available 
for some time, the system may notify the user and continue 
the original download. 

In one embodiment, caching device 110 then sends view- 
ing data to content provider 105 indicating that a movie has 
been sent to processing device 115. In this embodiment, the 
user is charged for viewing the movie when it is sent to 
processing device 115 and not before. Thus, for example, the 
user would only be charged for the one movie viewed and 
not for the five movies speculatively transferred to caching 
device 110. In addition, the viewing data may be used to 
update the viewing data maintained within content provider 
105. 

FIG. 2 is a block diagram of one embodiment for content 
provider 105. Content provider 105 includes content system 
CPU 205 for controlling the various components connected 
to content provider 105 and for executing software routines 
contained within content provider 105. Content provider 105 
also includes content depot 210 connected via bus 250 to 
content system CPU 205. Content depot 210 contains the 
multimedia information that may be downloaded to a user 
system (i.e., video and/or audio content). The content depot 
210 is connected to encoder 215 for encoding the informa- 
tion for transmission to the user. In one embodiment, the 
information to be downloaded may be encrypted or other- 
wise encoded before being sent to caching device 110. In 
addition, content provider 105 includes profiler 220, which 
contains viewing data concerning the users' viewing habits 
of secure cached subscription system 100. Viewing data 
contained within the profiler may include the users' viewing 
habits, credit card information, subscription information, 
and the like. In one embodiment, viewing data within 
profiler 220 is updated from caching device 110 during 
operation of secure cached subscription system 100. 
Alternatively, a user's viewing data within profiler 220 may 
be updated from the user's processing device. 

Content provider 105 also includes bilhng software 230 
for creating billing invoices regarding use of content pro- 
vider 105 by a \iser. Billing information may be received 
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from the user system and updated by billing software 230. 
Billing software 230 also interacts with profiler 220 for 
maintaining a user's personal profile within content provider 
105. In one embodiment, viewing data includes the user's 
viewing habits and the user's information requests as well as 
the user's billing information. 

FTG. 3 is a block diagram of another embodiment of 
secure cached subscription system 100. Referring to FIG. 3, 
content provider 105 is connected via^networlTconirectiotf 
315"'fo^a^^gle^cjiche-^device=110^ In one embodiment, 
caching device 110 may be connected via high bandwidth 
connection 310 to decoding device 305. In this embodiment, 
decoding device may be connected to processing device 115 
and to authentification device 120. Decoding device 305 
may be any of a variety of decoding devices such as, for 
example, a set-top box. In an alternate embodiment, caching 
device 110 may be connected via high speed network link 
312 directly to processing device 115. 

In one embodiment, caching device 110 is remotely 
connected to processing device 115. In this embodiment, 
information may be received from the remote caching 
device 110 by a separate server (not shown) or may be 
received directly by either decoding device 305 or process- 
ing device 115. Alternatively, caching device 110 may be 
connected to processing device 115 (or alternately, decoding 
device 305) within^local^^^area-network'(I::AN).^ 

In one embodiment, authentification device 120 may be 
connected via connection 320 to content provider 105. 
Connection 320 may be a high-bandwidth connection such 
as, for example, a cable-television channel, DSL line, digital 
broadcast satellite connection, or the Hke, or a telephone 
line . In^one^embodiment,=authentificatioli^device-12.0- is^ 
conneHedlo^achiQg-d6vic6=110=and=Mcontrols~access=to=the5 
content"depot.2 lOjwithin^ntent-provider^lOS.-In^lto 
embodimentsTailthcntification devic6^12 
via- conrS^fibn'322= to decoding deyiceAQSjo r^^^ 
316-"to prow^ing^evice=115?=^In alternate embodiments, 
authentification device 120 may be embed within caching 
device 110, decoding device 305, or processing device 115. 

FIG. 4 is a block diagram for a user system 400 of secure 
cached subscription system 100. User system 400 includes 
caching device 110. In one embodiment, caching device 110 
may be a set -top box. Alternativ^l>^^acHing^device-li0.may:^ 
be=a=network"server, a personal computer, or any suitable 45 
device. Caching device 110 may be connected to a set of 
devices 405^08. In one embodiment, the set of devices 
405-408 may be connected via high bandwidth connections 
310 and 311 to caching device 110. Referring to FIG. 4, a 
variety of processing devices 115 may be incorporated in 50 
user system 400. For example, user system 400 may include 
a variety of personal computers 405, music players 406, 
direct processing devices 407, and a processing device 408, 
such as a television, connected via decoding device 305 to 
caching device 110. Decoding device 305 may be a standard 55 
set -top box or any variety of decoding device. In one 
embodiment, music data, such as, for example. Motion 
Picmre Experts Group (MPEG) audio layer 3 (MP3) files, is 
cached in caching device 110 for playback on music player 
406. Music player 406 may be connected via high bandwidth 
connection 311 to caching device 110. 

In one embodiment, user system 400 may be an existing 
IjAN^network-connected via Ethernet or other high band- 
width connection 310. Alternatively, user system 400 may 
l3e=a=home=seiver^oP personal computer connected to a 
variety of processing devices such as television sets, per- 
sonal computers, or the like. In one embodiment, server 
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op eration s^may"be^ performed separately from caching 
device 110 operations in separate devices. In one 
embodiment, caching device 110 is remotely connected to a 
user server. Caching device 110 may receive and store any 
type of information such as, for example, audio data, video 
data, text data, or the like. 

FIGS. 5A and 5B are block diagrams of embodiments for 
a caching device 110 of secure cached subscription system 
100. Caching device 110 m ay=physicallv=re side-within,the ^ 
content=pf6videri05,~at^an"independent^head-in=station, or 
within a user system 400 at a user's location. Referring to 
FIG. 5A, caching device HO includes content^ cache ^505; 
caching=device=GPU"520,^decoder-510,-and-non-volatile^ 
memory:=525.=.In one embodiment, information is received 
via network connection 315 from content provider 105. 
Network connection 315 may be^any-network-connection 
such as an^Internercorinection or^Asymmetric Digital Sub- 
scriber Line (ADSL) connection. As information is received, 
it is placed into content cache 505. In one embodiment, 
when the information is placed into content cache 505, the 
user is not charged for the content. Rather, the user is 
charged for the content at the time it is decoded. In one 
embodiment, caching device CPU 520 downloads the infor- 
mation from content cache 505 to decoder 510 at the user*s 
direction. Decoder 510 then decodes the information and 
simultaneously sends viewing data to content provider 105 
that the information is being decoded. In one embodiment, 
it is at this time that the user may be charged for the 
information. In this embodiment, the viewing data may be 
sent to billing software 230 within content provider 105. In 
addition, software routines maintained within nonvolatile 
memory 525 may update the user information contained 
within profiler 220. Decoder 510 subsequently sends the 
decoded information to processing device 115. 

Caching device 110 may also be connected to-authenti-'^ 
fication-device^l20. Authentification device 120 provides 
access control to content provider 105. In alternate 
embodiments, authentification device 120 may be incorpo- 
rated within caching device 110. Authentification'device-120 
commun icates" with'obntent provider^lOS ' to'authentica teethe 
user^of=the=system°or-=the=deyice^as^a'"val id°d6v ice.^In=one=^ 
e mbodiment^^authentifica tiorfU evice" 12 O"pro vide^^lruser 
=ridentification""and^password=^to~coritent~p rovidc r^l05. If 
authentification"device^l20"provides^valid"use^^ 
tion:iand=password=for^a=paid-up2acwunt7=content"provid 
105^dow nlQad s^the^appropriate~infonnatibn==to"cactiing 
deyice_110.==^In alternate embodiments, authentification 
device 120 may maintain^cr and/or device identifications 
for a number of content providers 105. 

Continuing the example from above, in this embodiment, 
the five action movies transferred from content provider 105 
are first stored in content cache 505. When the user requests 
to view one of the movies, caching device CPU 500 transfers 
the movie from content cache 505 to decoder 510. Decoder 
510 decodes the movie in order that it may be viewed by 
processing device 115 and transfers the movie to processing 
device. In one embodiment, when the movie is decoded, 
viewing data is sent to content provider 105 so that content 
provider 105 may charge the user for the actual viewing of 
the movie. Authentification of the user and/or device by 
authentification device 120 may be done prior to the down- 
load of data to caching device 110 or after download and 
prior to release of the data to processing device 115. 

FIG. 5B is another embodiment of caching device 110. 
Referring to FIG. 5B, decoder 510 may be separate from 
caching device 110. Decoder operations in the FIG. 5B 
embodiment may be performed after the content cache 
information is extracted and transferred to processing device 
US. 



09/02/2004, EAST Version: 1.4.1 



us 6,647,411 B2 



8 



FIG. 6 is a block diagram for one embodiment of non- 
volatile memory 525 of FIGS. 5A and 5B- In this 
embodiment, non-volatile memory 525 includes back- 
channel manager 610, subscription manager 620, and 
authcntification manager 630. Back-channel manager 610 s 
controls the decoding and downloading of information from 
content provider 105. Authentification manager 630 pre- 
vents a user from decoding information without verification 
of the user or device account with content provider 105. In 
an alternate embodiment, authentification manager 630 may jq 
reside within authentification device 120. Subscription man- 
ager 620 contains software routines for updating and main- 
taining the user viewing data contained in profiler 220. 
Subscription manager 620 contains software routines to 
record the viewing habits of a user during operation of 
secure cached subscription system 100. In alternate 
embodiments, the operations performed by back-channel 
manager 610 and subscription manager 620 may be main- 
tained within processing device 115 or a separate decoder 
305. 20 

In one embodiment, back-channel manager 610 may 
prevent "hacking" or unauthorized downloading of the 
information from caching device 110. In one embodiment, 
information is encrypted by encoder 215. During subsequent 
decoding by decoding device 305, the information stored in 25 
content cache 505 may be decrypted. In this embodiment, 
decryption may not occur until the information is manipu- 
lated by processing device 115. As long as the information 
is maintained within content cache 505, the user is not billed 
for the use of the information and the information is not 30 
decrypted. In one embodiment, when the information is 
decrypted, the user may be charged for viewing the infor- 
mation based on the decoding of the information. For 
example, in the context of viewing news stories from an 
online newspaper or clipping service, the user may be 35 
charged by the page or may be charged by the story as they 
are decoded and viewed. In alternate embodiments, back- 
channel manager 610 may reside in processing device 115 or 
may reside in decoding device 305. 

Authentification manager 630 verifies that the user and/or 40 
device requesting the download of information is authorized 
to do so. In one embodiment, authentification manager 630 
sends a user/device identification and password to content 
provider 105. Authentification manager 630 may also send 
parameters to content manager 105 indicating the level of 45 
access for the user/device. For example, a user may not have 
access to adult rated or violent movies. In one embodiment, 
authentification manager 630 sends the user/device identi- 
fication and parameters to content provider 105 before 
content provider 105 downloads the information to caching 50 
device 110. In an alternate embodiment, authentification 
manager 630 verifies access after content provider 105 
downloads the data but prior to transfer of the data to 
processing device 115. In one embodiment, authentification 
manager 630 is maintained within caching device 110. In 55 
alternate embodiments, authentification manager 630 may 
be maintained within authentification device 120, decoding 
device 305, or processing device 115. 

In one embodiment, a user may specify the type of 
information required from content provider 105. Subscrip- 60 
tion manager 620 maintains this request data and sends the 
request data to content provider 105. Content provider 105 
may store the request data in profiler 220, together with the 
user's viewing data, for use by content provider 105 for the 
subsequent downloading of information from content depot 65 
210. In one embodiment, during oflf peak hours, content 
provider 105 retrieves the information from content depot 



210 based upon the viewing and request data contained in 
profiler 220 and encoder 215 subsequently encodes the 
information. The information is then downloaded to content 
cache 505. Alternatively, information may be immediately 
downloaded to caching device 110 using a separate channel 
within a multi-channel network contemporaneously with the 
request. For example, the information may be downloaded 
on a dedicated channel within a multi-channel network such 
as on a cable network. In this embodiment, while the user is 
viewing information on a first cable chaimel, the information 
may be downloaded to caching device 110 on a second cable 
channel. 

FIGS. 7A and 7B are block diagrams of embodiments for 
processing devices 115 of secure cached subscription system 
100. In the FIG. 7A embodiment, information is received 
from caching device 110 by decoding device 305. Decoding 
device 305 may be a set- top box or any suitable decoding 
device. In this embodiment, decoder 510, maintained within 
decoding device 305, decodes the information received from 
caching device 110. In one embodiment, the information is 
stored in non-volatile memory 705 after decoding. The FIG. 
7A processing device 115 may also contain a viewer CPU 
710 and ROM 715. In one embodiment, information may be 
received into non-volatHe memory 705 and viewer CPU 710 
may use software routines maintained within ROM 715 to 
display the information on display 720. While the informa- 
tion is being decoded by decoding device 305, viewer CPU 
710 may send viewing data to content provider 105. 

FIG. 7B is another embodiment of processing device 115 
in which processing device 115 includes decoder 510. The 
operation of the FIG. 7B processing device 115 is similar to 
that described for FIG. 7A. In an alternate embodiment (not 
shown), the decoder 510 may be maintained within caching 
device 110. 

FIG. 8 is a flowchart of a method of one embodiment for 
downloading information from content provider 105 in 
secure cached subscription system 100. Initially a step 805, 
a request is generated for information from content provider 
105. In one embodiment, authentification manager 630 
verifies access to content provider 105 for the user and/or 
device. The request may be generated from within process- 
ing device 115, from within caching device 110, or may be 
initiated from profiler 220 within content provider 105. For 
example, in one embodiment, the viewing data of the user 
may reside within the processing device 115. Alternatively, 
the viewing data may reside in caching device 110. The data 
may be automatically generated by software within the 
processing device (viewing data), may be generated by the 
user by direct input (request data), or both. In one 
embodiment, the viewing and/or request data may be trans- 
ferred to content provider 105 at a specific time (e.g., at 2 
a.m.) or may occur at the user's initiation. In this 
embodiment, the request pulls the information from content 
provider 105 into caching device 110. In an alternate 
embodiment, the viewing data may reside within content 
provider 105. At a specific time, content provider 105 may 
retrieve the viewing data from profiler 220, extract the 
information from content depot 210 based upon the viewing 
data, and push the information to caching device 110. 
Alternatively, content provider 105 may pull the viewing 
data from either processing device 115 or caching device 
110 before extracting the information. 

Next, at step 810, the request is transferred to content 
provider 105. ^Fhen, at step 815, content provider 105 
retrieves the information from content depot 210 based upon 
the request. In one embodiment, content provider 105 uses 
viewing data within profiler 220, together with the request 
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data, to retrieve the information. Alternatively, if the request 
is generated from within content provider 105, only viewing 
data from profiler 220 may be used to retrieve the informa- 
tion. Then, at step 820, content provider 105 transfers the 
information to encoder 215 which encodes the information. 5 
CoQtenl provider 105 then transmits the encoded informa- 
tion to caching device 110. In one embodiment, caching 
^ device 110 stores the information in content cache 505. The 
[transfer of the information from content provider 105 to 
caching device 110 may be done at off peak hours, or 
j alternatively, using a low bandwidth connection contempo- 
// raneously with the request. Thus, the information may be 
n1 placed in content cache 505 while a user is viewing a 
separate channel on a multi-channel network. 

Next at step 825, the user requests to view the information 
and the information is retrieved from content cache 505. Id 
one embodiment, the caching device HO, at step 830, 
decodes the information. Alternatively, the decoding may be 
performed in a separate decoder 510 or within processing 
device 115. In one embodiment, authentification manager 
630 verifies access to the data for the user and/or device 10 
prior to the data being transferred out of caching device 110. 
In one embodiment, the transfer between caching device 110 
and processing device 115 is over a high bandwidth con- 
nection 310. Such high bandwidth connection includes, but 
is not limited to, J1394 (FireWire) connection, Ethernet 25 
connection, or other fiber optic connections. Depending 
upon where the decoding is performed (whether in a caching 
device, a separate decoder, or a processing device), the data 
may be compressed for transmission from content provider 
105. For example, sending video may be accomplished by 3Q 
'using-Motion-PicturerExperts-Group:(lVIPEG)-compresMpn,3 
By using MPEG for video compression, information may be 
sent over low bandwidth connections without a noticeable 
decline in data transmission. In one embodiment, if infor- 
mation is compressed, it may be transmitted in its com- 35 
pressed form until it is decoded. Thus, if decoding does not 
occur until the information is within the processing device, 
the information may remain compressed until it reaches the 
processing device, and lower bandwidth connections may be 
used without a noticeable loss of quality. If compression is 
not used, higher bandwidth connections between the caching 
device and the processing device are required. 

Next, at step 835, processing device 115 displays the 
information on display 720. Because the information may be 
stored within caching device 110, which is connected to 45 
processing device 115 by a high bandwidth connection, the 
downloaded information may be viewed interactively. For 
example, once a movie is extracted from content cache 505 
and decoded, it may be stored anywhere within user system 
400. Once the movie is stored, the user may "fast forward" 50 
through the movie, "pause" the movie, "rewind" the movie, 
or any other comparable action. In addition, extra informa- 
tion may be downloaded with the movie, such as related 
Internet web sites, biographies of the actors, and the like 



Once the information is decoded, the user may switch 55 device comprises: 



Although this invention has been shown in relation to a 
particular embodiment, it should not be considered so lim- 
ited. Rather, it is limited only by the appended claims. 

What is claimed is: 

1. A secure cached subscription system comprising: 

At least one content provider having fee-based, 
on-demand information and also having billing soft- 
ware to bill a user account when the fee-based, 
on-demand information is requested by the user; 

At least one primary caching device connected to the at 
least one content provider to receive the fee -based, 
on-demand information from the at least one content 
provider, wherein the at least one content provider is to 
speculatively download the fee-based, on-demand 
information into the caching device based upon 
vie wing-habit data of the user; 

At least one secondary caching device connected to the at 
least one primary caching device to receive the fec- 
based, on-demand information from the at least one 
primary caching device, wherein the at least one sec- 
ondary caching device is to receive the fee-based, 
on-demand information from the at least one primary 
caching device based upon viewing-habit data of the 
user; and 

At least one processing device connected via a high- 
bandwidth connection to the at least one secondary 
caching device to process the fee -based, on-demand 
information, the content provider to charge the user 
account a fee after the processing device has processed 
the fee-based, on-demand information. 

2. The system of claim 1 wherein the content provider is 
to also download the fee-based, on-demand information 
based on a user profile. 

3. The system of claim 1 further comprising: 

a decoding device to decode the fee-based, on-demand 
information before processing the fee-based 
on-demand information. 

4. The system of claim 3 wherein the decoding device is 
a set-top box. 

5. The system of claim 1 wherein the at least one caching 
device comprises: 

a content cache to store the fee-based, on-demand infor- 
mation; and 

a decoder to decode the fee-based information in the 
content cache prior to processing by the processing 
device. 

6. The system of claim 5 wherein the at least one 
secondary caching device is connected via a high-bandwidth 
connection to the processing device. 

7. The system of claim 1 wherein the at least one caching 
device comprises: 

a content cache to store the fee-based, on-demand infor- 
mation. 

8. The system of claim 1 wherein the at least one caching 



between watching the movie reading the biographical 
information, and browsing the Internet site. Thus, the user 
may move through the content between the caching device 
110 and the processing device 115. Thus, the embodiment 
described provides full interactive information on demand, 

Several variations in the implementation for a secure 
cached subscription system have been described. 

The specific arrangements and methods herein are merely 
illustrative of the principles of this invention. Numerous 
modifications in form and detail may be made by those 65 
skilled in the art without departing from the true spirit and 
scope of the invention. 



a decoder to decode the fee-based, on demand informa- 
tion. 

9. The system of claim 1 wherein the at least one 
processing device comprises: 

a decoder to decode the fee-based, on-demand informa- 
tion before processing. 

10. The system of claim 1 wherein the at least one caching 
device is remotely connected to the at least one content 
provider. 

11. The system of claim 1 wherein the at least one caching 
device is to receive the fee-based, on-demand information 
from the at least one content provider during oflf-peak hours. 
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12. The system of claim 1 wherein the at least one caching 
device is to receive the fee-based, on-demand information 
from the at least one content provider on a separate channel. 

13. The system of claim 1 wherein the at least one content 
provider comprises a profiler to maintain user preference 
information. 

14. The system of claim 13 further comprising a subscrip- 
tion manager to update the profiler with user preference 
information. 

15. The system of claim 1 further comprising an authen- 
tification manager configured to control access to the fee- 
based, on-demand information. 

16. A secure cached subscription system comprising: 
At least one content provider having fee-based, 

on-demand information and also having billing soft- 
ware to bill a user account when the fee -based, 
on-demand information is requested by the user, and 
having an encoder to encode the fee-based, on-demand 
information; 

At least one primary caching device connected to the at 
least one content provider to receive the encoded, 
fee-based, on-demand information from the at least one 
content provider, wherein the at least one content 
provider is to speculatively download the encoded, 
fee -based, on-demand information into a content cache 
in the primary caching device based upon vicwing- 
habit data of the user; 

At least one secondary caching device connected to the at 
least one primary caching device to receive the 
encoded, fee-based, on-demand information from the at 
least one primary caching device, wherein the at least 
one secondary caching device is to receive the encoded, 
fee -based, on-demand information from the at least one 
primary caching device into a content cache in the 
secondary caching device based upon viewing -habit 
data of the user; 

At least one decoding device connected to the at least one 
secondary caching device to decode the encoded, fce- 
based, on-demand information to produce unencoded, 
fee -based, on-demand information; and 

At least one processing device connected via a high- 
band width connection to the at least one decoding 
device to process the unencoded, fee-based, on-demand 
information, the processing device connected to the 
content provider, and the content provider to charge the 
user account a fee after the processing device has 
processed the unencoded, fee-based, on-demand infor- 
mation. 

17. The system of claim 16 further comprising: 

a profiler connected to the at least one content provider to 

maintain user preference information; 
a subscription manager to update the profiler with current 

user preference information; and 
an authentification manager configured to control access 

to the fee-based, on-demand information. 

18. A method for providing a secure cached subscription 
system, comprising: 

Speculatively downloading fee-based, on-demand infor- 
mation from a content provider into a primary caching 
device based upon viewing-habil data of a user, the 
content provider having bUling software to bill a user 
account; 

Speculatively downloading fee-based, on-demand infor- 
mation from a primary caching device into a secondary 
caching device based upon vie wing-habit data of a 
user; 

Transferring the fee-based, on-demand information from 
the caching device to a processing device, upon a 
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request of the user, so that the user can view the 
fee-based, on-demand information; and 
Charging the user account a fee after the fee-based, 
on-demand information has been transferred to the 
processing device. 

19. The method of claim 18 further comprising: 
decoding the fee -based, on-demand information after 

speculatively downloading the fee -based, on-demand 
information into the caching device, 

20. The method of claim 18 further comprising: 
authenticating access to the fee-based, on-demand infor- 
mation. 

21. The method of claim 18 further comprising specula- 
tively downloading the fee-based, on-demand information 
from the content provider based upon user data. 

22. The method of claim 18 further comprising specula- 
tively downloading the fee-based, on-demand information 
from the content provider based upon a user profile. 

23. The method of claim 18 wherein the caching device is 
remotely connected to the content provider. 

24. The method of claim 18 wherein speculatively down- 
loading fee-based, on-demand information from the content 
provider is done during off-peak hours. 

25. The method of claim 18 wherein speculatively down- 
loading fee -based, on-demand information from the content 
provider is done on a separate channel. 

26. The method of claim 18 further comprising decoding 
the fee-based, on-demand information before processing the 
fee -based, on-demand information. 

27. The method of claim 26 further comprising: 
accumulating billing information during decoding of the 

fee-based, on demand information; and transferring the 
billing information to the content provider. 

28. A system for providing a secure cached subscription 
system, comprising: 

Means for speculatively downloading fee-based, 
on-demand information from the at least one content 
provider into an at least one primary caching device, 
and then into an at least one secondary caching device, 
based upon viewing-habit data of a user, the content 
provider having billing software to bill a user account; 

Means for transferring the fee -based, on-demand infor- 
mation from the secondary caching device to a pro- 
cessing device, upon a request of the user, so that the 
user can view the fee-based, on-demand information; 
and 

Means for charging the user account a fee after the 
fee-based, on-demand information has been transferred 
to the processing device. 

29. An article of manufacture having one or more 
computer-readable media with executable instructions 
therein, which when executed by a processing device, causes 
the processing device to: 

Speculatively download fee-based, on-demand informa- 
tion from a content provider into an at least one primary 
caching device, and then into an at least one secondary 
caching device, based upon viewing-habit data of a 
user, the content provider having billing software to bill 
a user account; 

Transfer the fee-based, on-demand information from the 
caching device to a processing device, upon a request 
of the user, so that the user can view the fee -based, 
on-demand information; and 

Charge the user account a fee after the fee -based, on 
demand information has been transferred to the pro- 
cessing device. 
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